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Corporate Overview

¢ Energy Florida, Inc. (EF) is a 501c(3) non-profit
association founded in 2010.

e The Energy Florida Cybersecurity Group is a
partnership with the Touchstone Media Group,
Space Coast IT solutions, N-Sync Inc., and Energy
Florida.

e We have Information Technology (IT) and
Cybersecurity experts that have more than 20 years
of experience and Department of Defense (DoD)
security clearances.

e We are your ONE STOP SHOP for your IT and
Cybersecurity needs.

What we offer:

We work with small to medium size businesses that
are involved in DoD contracts which require National
Institute of Standards and Technology Security
Publications (NIST SP) 800-171 Rev 2 controlled
unclassified information (CUl) program compliance.

Our Services:

NIST SP 800-171 Rev 2 (CUI) compliance

1) ACCESS CONTROL REQUIREMENTS - 22 items

2) AWARENESS AND TRAINING REQUIREMENTS - 3
items

3) AUDIT AND ACCOUNTABILITY REQUIREMENTS - 9
items

4) CONFIGURATION MANAGEMENT REQUIREMENTS -
9 items

5) IDENTIFICATION AND AUTHENTICATION
REQUIREMENTS - 11 items

6) INCIDENT RESPONSE REQUIREMENTS - 3 items

7) MAINTENANCE REQUIREMENTS - 6 items

8) MEDIA PROTECTION REQUIREMENTS - 9 items

9) PERSONNEL SECURITY REQUIREMENTS - 2 items

10) PHYSICAL PROTECTION REQUIREMENTS - 6 items

11) RISK ASSESSMENT REQUIREMENTS - 3 items

12) SECURITY ASSESSMENT REQUIREMENTS - 4 items

13) SYSTEM AND COMMUNICATIONS PROTECTION
REQUIREMENTS - 16 items

14) SYSTEM AND INFORMATION INTEGRITY
REQUIREMENTS - 7 items

We offer: CyberSecurity Training, Auditing,
Penetration Testing, IT consulting, Network
Design and Implementation, Website
Development and Hosting, Backup Solutions,
Disaster Recovery (DR), Servers (on-site,
cloud), Virtual Privet Network (VPN) Solutions,
Wireless Networking Solutions, and ongoing IT
support services (on-site or remote) to keep
your business in compliance.

We can prepare your Systems Security Plan
(SSP) and the Plan of Action and Milestones,
(POAM).

Industry Experience

General Dynamics IT
CSRA, Inc.

HP Enterprise Services
AT&T Government Contract
U.S. Navy

Rocket Crafters Inc.

Hart Clinical Consultants
Digital Reception Services
SEMTRC

Ocean Partners

Coastal Health Systems
Zilber LTD

VVVVYVVVVVYVYVYY

Platforms: Windows workstation and server,
UNIX (HP-US, Solaris), Red Hat Enterprise Linux,
Cent-0S.

Tools: Wireshark, WinDump, Tcpdump, Nmap,
Snort, Security Onion, McAfee, Norton, ArcSight
ESM/Logger/Appliances, MySQL, Niksun,
Windows PowerShell and ISE, Nessus Security
Center, IBM BigFix Console, IBM BigFix Web
Reports, Splunk, Avast, Protectit.

Contact us and let’s start collaborating

We work with your business to accommodate
your needs, from the initial NIST assessment,
to remediation, to continued ongoing
hardware and software maintenance, our
professionals will keep you in compliance.

Pertinent Codes
e DUNS: 964903798, CAGE: 65ML2
e NAICS: 518210, 541511, 611420, 519130
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